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About the report

The Real Digital Risk Report 2023 forms part of the Real Insurance Research Series
and explores feelings around the risk associated with being active online, and how it
is affecting Australians. The research also looks at concerns of parents around their
family’s safety online and the perceptions around the increasing use of language Al tools.

The report is compiled based on research commissioned by Real Insurance and
conducted by CoreData between 29 March and 12 April 2023.

The research was conducted via a quantitative online survey, gathering 5,054 responses
from Australians over 18 years old. The usage of the term Australians in this report
refers to the respondents of the survey or the family members and acquaintances of
respondents.

Important things to note about the charts in this report

v  Footnotes directly underneath the charts may refer to one or more of the below
dependent on the data presented. If more than one note is required, it would appear as
a bulleted list.

o Subset of the total sample size as certain questions would only be asked to specific
respondents (e.g. n = 3,698, Have been targeted by online, email or phone scams).

o Types of questions asked, for instance Multiple answers allowed appears when the
question called for more than one answer from the respondent.

3 Data has been excluded from analysis (e.g. Outliers removed in analysis).

v Charts without a specific note represent questions that were asked to all respondents.

v Some charts and figures may not be equal to 100% due to rounding differences. This is
also true for summed up figures.
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Many Australians over 18 are reporting

their fear of online risks as high
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Australians need to stay vigilant of online scams and viruses

Approximately 69% of Australians rate their fear of online risk as high.

Less than half (46%) are very or extremely confident in their understanding
of the risks associated with being online.

The safety of their private information online is one of the primary concerns
for 92% of Australians and 90% are concerned about scams.

Australians believe they are most exposed to online risks through
smartphones (73%), computers (69%) and smart home devices (19%).

The online activities considered to pose the greatest risk to Australians are
emails (49%], social networking (48%) and phones listening to them and
collecting data without their knowledge or consent (43%).

Just under half (48%) feel comfortable sharing their personal health
information online.

Less than a quarter (23%) have provided personal health information online
to individuals or entities other than medical or insurance providers.

Just under one-third (32%) estimate they have shared their personal
information with more than 10 websites/online providers in the past year.

Almost all (97%) agree that there should be tougher penalties for
cybercriminals in Australia.

Nearly 9 in 10 (89%) believe the Australian government should ban certain
foreign companies if they pose potential cybersecurity risks.

Just under 3in 5 (59%) Australians have experienced a computer virus.

Slightly more than 1in 4 (26%) are certain that one of their devices has been
listening to their conversations due to subsequent targeted advertising.

Nearly 3 in 10 (28%]) are certain they have been targeted by advertising or
marketing campaigns using personal information they were unaware of
sharing online for this purpose.

Just under 2in 5 (37%), either themselves or a family member, have been
affected by a provider data breach within the past 2 years (to the best of their
knowledge).

Respondents reported that either they themselves or a family member
had been a victim of the following privacy violations: Social media account
hacking (24%), data hacking (23%) and having personal information or
pictures shared without their consent (11%)].

Less than 1in 5 (16%), either themselves or a family member, have
experienced cyberbullying and less than 1in 5 (15%) have experienced
online harassment.
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Many Australians over 18 have been personally

targeted by online, email or phone scams
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Australians need to be careful about email and phone scams

Just under half (47%]) have personally been targeted by online, email or
phone scams, while a similar percentage (49%) said their family, friends or
colleagues have also been targeted.

The average amount of money taken from Australians in online, email or
phone scams is $4,307.

Less than half (45%) of those targeted by online, email or phone scams and
had money taken were unable to recover any of the money.

Less than 1in 5 (17%) Australians who have been targeted by online, email
or phone scams experienced significant negative impacts on their mental or
overall well-being as a result of the scams.

3in 5 (60%) of those who had money taken from online, email or phone
scams reported the scams to the authorities for investigation.

More than 3 in 5 (63%) of Australians are confident in their knowledge of
what to do if they have been scammed.

The most common types of scams experienced by individuals targeted
by online, email or phone scams are phishing or smishing (50%), online
shopping payment scams (38%) and technical support scams (32%).

The most common online activities that contributed to or delivered the
scams for individuals targeted by online, email or phone scams were emails
(47%), text messaging or phone calls (46%) and social networking (24%).

Just over 1in 3 (34%) of individuals targeted by online, email or phone
scams reported that hyper-realistic-looking fake websites, emails and
social media profiles played a role in the execution of the scam.
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Kéy f{nd{ngs

Many Aussies over 18 are spending money and adopting techniques to increase their online security

e 2in5(40%) Australians have invested in antivirus/antimalware software to e The most common software and digital security measures followed by
enhance the security of their phones, laptops or home computers. A little Australians include avoiding public Wi-Fi for sensitive transactions and
over 1in 5 (21%) have allocated funds for a firewall and just under 1in 5 utilising a virtual private network (VPN] when necessary (53%), keeping
(18%) have spent money on a VPN (Virtual Private Network). software, operating systems, firewalls and antivirus/antimalware software

up to date with the latest security patches (53%) and clearing cookies on

. . 0 . . . - .
Over 1in 10 (12%) back up their data on a daily basis, while just under 1in 5 their computers (50%).

(18%) back up their data weekly.
e QOver 7in 10 (71%) prioritise security by being cautious of suspicious emails,
messages or phone calls and refraining from responding to unsolicited

requests for personal information.

e Morethan 1in 5 (22%) rarely or never change their passwords, while the
same percentage (22%) change their passwords quarterly.

e The most common security measures adopted by Australians to stay 'scam
savvy include being mindful of the types of information they share online
and who has access to it (56%), educating themselves about common types
of digital scams and remaining vigilant for signs of fraud (55%) and regularly
reviewing their online accounts and credit reports for any suspicious activity
(52%).

e When selecting reputable providers, the most commonly followed security
measures are using trusted payment methods only (67%), refraining
from opening emails and attachments from unfamiliar senders (65%) and
exercising caution when downloading files or clicking on links, particularly
from unknown sources (61%).

e The key scam red flags highlighted by Australians are poor grammar and
spelling (72%), offers that seem too good to be true (68%) and requests for
personal information (66%).

e The most common data security measures adhered to by Australians
include keeping their devices locked when not in use and refraining from
sharing login credentials (59%), looking for “https” at the beginning of a URL
to ensure encryption for information protection (45%) and avoiding public
Wi-Fi (45%).
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Many parents are allowing kids under 18 to access many devices
which have access to the internet
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Parents are concerned about their children being online

The most common devices that kids use to access the internet at home are
smartphones (58%], tablets (55%) and computers (49%).

According to parents who have a child or children aged 18 years or younger,
the most common age at which they allow their child or children to access
the internet unsupervised is between 14 and 16 years (30%], followed by 11
to 13 years (25%).

The most common response from parents regarding the amount of time they
allow their child or children aged 18 or younger to spend online each day

for non-school activities is a maximum of 2 hours (24%). Additionally, 14%
reported that their child has an unrestricted amount of time for non-school-
related online activities each day.

For parents, the most common age at which they allow their child or
children to have their own social media account is between 14 and 16 years
(42%), followed by 11 to 13 years (22%) and 17 to 18 years (19%).

Nearly 7 in 10 (68%) parents with a child or children under 18 are most
concerned about their child or children being exposed to cyberbullying

or harassment through technology. This is followed by concerns about
online predators and cyberstalking (61%) and exposure to porn or sexually
inappropriate content (59%).

Almost 1in 5 (17%) parents have experienced a situation where one of their
children met someone in real life whom they only knew online.

1in 4 (25%) parents report that their children have online friends or
acquaintances whose identity they have no knowledge of.

Just over 1in 3 (34%) parents have encountered a situation where one of their
children was exposed to inappropriate content. Additionally, just over 1in 4
(26%) have had a child experience abusive behaviour online and just under 1
in 4 (24%) have had a child make an unauthorised online purchase.
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Parents are trying to keep their children safe online.
Are some going too far?
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Australians over 18 are starting to use Al language tools

Nearly 3 in 5 (59%) parents with a child or children under 18 engage in
conversations with their children about the importance of online safety and
using technology sensibly to mitigate potential negative effects.

Almost all (96%) parents agree that parents should prioritise online safety
over protests about privacy from their children. Furthermore, over 9in 10
(95%) agree that parents require better support to effectively manage the

online risks that children face today.

More than 1in 3 (34%) parents, whose children have their own social media
accounts, have accessed their children’s accounts using their passwords to
check their activity.

Just over half (51%) of parents, whose children have their own social media
accounts, have either created or considered creating a “fake” social media
account to monitor their children’s activities without their knowledge.

Less than half (47%) of parents obtain explicit consent from their children
before posting specific photos of them online. Additionally, just under 7 in
10 (69%) parents agree that parents should refrain from posting pictures of
their children without their permission.

Just under 3in 5 (59%) Australians have heard about, tried and used the
latest Al language tools like ChatGPT.

Among those currently using Al language tools, a little over 2 in 5 (41%])
use them regularly, while more than 1in 4 use them all the time (28%) or
sometimes (26%).

More than half (55%) of current Al language tool users trust their accuracy.

The main reasons for individuals currently using, having tried or planning to
try Al language tools are fun and entertainment (38%), work or study tasks
(34%) and writing and editing tasks (33%).

Almost 7 in 10 (69%) of those currently using, having tried or are planning to
try Al language tools express concerns about the privacy and security of the
information they might share with these platforms or tools.
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Fear of online risks is high

How would you best rate your fear How confident are you in your understanding of the risks involved with being online

of online risks these days? these days (e.g. exposure to cybercrime, scams, privacy issues and abusive behaviour)?

Not confident at all - 3%
Minimally confident _ 13%
Extremely confident _ 16%

@ High [ Low

Approximately 69% of Australians over 18 rate their fear of online risk as high. Less than half (46%) are very or extremely confident in
their understanding of the risks associated with being online.
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Whieh rists concern us the most?

What kind of online risks do you tend

to be most concerned about?
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Where do you (and your family) feel
the most exposed to online risks?

Safety of your private
information online

Scams 90% 10%

M cConcerned B Minimal/Not concerned at all

What online activities do you (and your family)

feel pose the greatest online risks?

Emails I 9%
I 48%
Phones listening to us and collecting _ 43%
data without our knowledge or consent 0
I 43%
I 42%

Social networking

Using location tracking on apps

Online finances

Multiple answers allowed, top 5 answers

I, 77
I ;-
Smart home devices (NN 19%

R 132

Other ) 2%

Smart phones

Computers

Gaming devices

Multiple answers allowed

The safety of their private information online is one of the
primary concerns for 92% of Australians and 90% are
concerned about scams.

Australians believe they are most exposed to online risks
through smartphones (73%), computers (69%) and smart
home devices (19%).

The online activities considered to pose the greatest risk to
Australians are emails (49%), social networking (48%) and
phones listening to them and collecting data without their
knowledge or consent (43%).
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Are we comfortable sharing our detai/s?

How comfortable do you feel sharing your Have you ever provided personal health information online to

someone other than medical or insurance providers?

personal health information online?

52%
48%

Comfortable Not comfortable
M Yes B No Unsure

Just under half (48%) of Australians feel comfortable sharing their personal health information online. Less than 1 in 4 (23%) have provided
personal health information online to individuals or entities other than medical or insurance providers.
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Are we asking for it?

How many websites/online providers would you estimate

you have provided personal information to in the last year?

No idea I, 2%
None B 2%

1-2 I -

3-5 I -

6-10 I 7

11-20 [ R

21-50 . EERA

51-100 | A

More than 100 | 4%

Real Digital Risk Report 2023 | 14

How much do you agree with the following statements

about cyber security?

There should be tougher penalties for
cybercriminals in Australia

| think the Australian government should ban certain
foreign companies if they represent possible cyber
security risks (e.g. communications and CCTV
manufacturers such as Hikvision, Dahua, Huawei)

89% 1%

| am concerned that certain apps like Tiktok may 5 5
represent data security risks to Australians 82% 18%

0 Agree [ Disagree

Almost a third (32%]) of Australians estimate they have shared their personal information with more than 10 websites/online providers in

the past year.

Almost all (97%) agree that there should be tougher penalties for cybercriminals in Australia. Nearly 9 in 10 (89%) believe the Australian
government should ban certain foreign companies if they pose potential cybersecurity risks.
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Online privacy
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Are we safe from computer viruses?

Have you ever had a computer virus?

Yes, but it was found and removed by virus software/ _ 37%
firewalls | have installed before doing any damage 0

Yes, and caused some minor inconvenience [e . loss - 15%
of some files or requiring tech support to clean

Yes, and it caused major inconvenience (e.g. loss l 5%
of important files or corruption of software 0

Yes, and it caused major issues I 1%

(e.g. fraud or extortion of money)

Not that | know of

Have you or anyone in your family ever been caught in a provider

data breach that you know of (i.e. personal data held by your
provider compromised in a cybercriminal attack)?

Yes, within the last 2 years

Y —

Yes, over 2 years ago

Real Digital Risk Report 2023 | 16

Have you ever felt like...

I 26 %
I /0%

One of your devices has been listening to
your conversation(s) due to subsequent
targeted advertising?

You have been targeted by advertising or
marketing campaigns through personal
information you were not aware of sharing
online for this purpose?

I 28°%
I 30%

B Yes, certain of it Yes, suspected it B No, not really

Almost 3 in 5 (59%) Australians have experienced a computer
virus.

Over 1in 4 (26%) are certain that one of their devices has been
listening to their conversations due to subsequent targeted
advertising.

Close to 3in 10 (28%) are certain they have been targeted by
advertising or marketing campaigns using personal information
they were unaware of sharing online for this purpose.

Nearly 2 in 5 (37%), either themselves or a family member, have
been affected by a provider data breach within the past 2 years

(to the best of their knowledge).
I INSURANCE®
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Social media s a risk

Have you or anyone in your family ever been the victim Have you or anyone in your family ever experienced

of any of the following online privacy violations? any of the following types of abuse online?

Cyberbullying (e.g. spreading rumours,
turning friends/classmates/co-workers
against you, sharing embarrassing photos

Social media account hacking

16%

Data hacking (i.e. personal data _ 23% or videos or seeding intimidating messages)

stolen or hacked by cybercriminals) 0 Harassment (i.e. repeated pattern of

Personal information or pictures behavior including insults, threats or _ 15%
thout you 0

of you shared without your consent unwanted sexual advances)

Threats to release private information 0
and personal details - 1%

Identity theft B 0%
Personal information or pictures

Other I 1% of you shared without your consent

None of the above _ 49% Threats to release personal

information or pictures

1%

Hate speech

10%

9%

Multiple answers allowed Multiple answers allowed

Respondents reported that either they themselves or a family member had been a victim of the following privacy violations: Social media
account hacking (24%), data hacking (23%) and having personal information or pictures shared without their consent (11%).

Less than 1in 5 (16%), either themselves or a family member, have experienced cyberbullying and less than 1 in 5 (15%) have experienced
online harassment.
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Australians at risk of scams
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The scam marketp/ace

Have you or people you know ever been targeted

by online, email or phone scams?
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Did you/they get the money back?

470/0 490/0

27%

Yes, me personally Yes, family, friends

or colleagues

No, not really

Multiple answers allowed

How much money was taken (if any)?

. n=1,095, Have been targeted by online, email or phone scams
. Outliers and $0 responses removed from analysis

C

n = 1,115, Have been targeted by online, email or phone scams AND money was taken from scam

Almost half (47%) have personally been targeted by online, email
or phone scams, while a similar percentage (49%) said their
family, friends or colleagues have also been targeted.

The average amount of money taken from Australians in online,
email or phone scams is $4,307.

Less than half (45%) of those targeted by online, email or phone
scams and had money taken were unable to recover any of the
money.
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Secams impact more than Just the bank

Did you/they experience any negative mental or Did you/they report it to authorities to investigate

wellbeing impacts from being targeted by the scam? (e.g. police, eSafety or ReportCyber)?

49%

27%
60%

M vYes B No Unsure

9 Considerable Tosome degree [l Not really

n = 3,698, Have been targeted by online, email or phone scams n= 1,115, Have been targeted by online, email or phone scams AND money was taken from scam

Less than 1in 5 (17%) Australians who have been targeted by online, email or phone scams experienced considerable negative impacts
on their mental or overall well-being as a result of the scams.

3in 5 (60%) of those who had money taken from online, email or phone scams reported the scams to the authorities for investigation.
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Do we tnow we've been scammed?

How confident are you that you know what to do if What type of scam(s) were involved?

you have been scammed?

Phishing or Smishing [i.e. fake call or messages
to trick you into providing sensitive information

or downloading malware)
Online shopping and payment (e.g. fake shopping
sites, unauthorised transactions and fake payment - 38%
requests, false billing and rebate scams)
0 Technical support scams - 0
63 Yo (i.e. fake technical support) 32%
Social media account hacking scams - 23%

Cryptocurrency scams (e.g. fake initial - 18%

coin offerings (ICOs) or Ponzi schemes)

. Confident . Not confident e n=234698 Have been targeted by online, email or phone scams
e Multiple answers allowed, top 5 answers

More than 3 in 5 (63%) Australians are confident in their knowledge of what to do if they have been scammed.

The most common types of scams experienced by individuals targeted by online, email or phone scams are phishing or smishing (50%)],

online shopping payment scams (38%) and technical support scams (32%).
I INSURANCE®



Where are we most exposed?

What online activities were involved in leading to

or delivering the scam(s)?
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Did any of the following contribute to how the scam
was conducted?

47% 46%
24%
18%
I 159
Emails Text messaging Social Online Online
or phone calls networking shopping finances

. n = 3,698, Have been targeted by online, email or phone scams
e Multiple answers allowed, top 5 answers

Hyper realistic-looking fake websites,
emails and social media profiles

I
Social engineering (e.g. being manipulated) _ 25%
I -

Data scraping of personal details from public _ 239,
websites (e.g. name, phone number or email] 0

Misconfigured privacy settings - 8%

Human error (e.g. individual mistakes)

Other l 2%

Not sure I 0%

. n = 3,698, Have been targeted by online, email or phone scams
e Multiple answers allowed

The most common online activities that contributed to or delivered the scams for individuals targeted by online, email or phone scams were
emails (47%), text messaging or phone calls (46%) and social networking (24%).

Just over 1in 3 (34%) of individuals targeted by online, email or phone scams reported that hyper-realistic-looking fake websites, emails

and social media profiles played a role in the execution of the scam.
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Tips to avoid digital risk
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Spending on cybersecurity

Have you spent any money on the following to add

security against cybercrime to the phones, laptops or
home computers in your household?
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What best describes how often you typically
backup your data?

Antivirus/antimalware software (e.g. Norton _ 40%
security, Bitdefender, Kaspersky]) 0

Firewall

I 21%

Virtual Private Network (VPN]) S 152

Anti-spyware software B 152
Multi-factor authentication B 70

Multiple answers allowed, top 5 positive responses/answers

Daily

Weekly
Monthly
Quarterly
Annually

Every few years
Rarely or never
Other

Don’t know

What best describes how often you typically

change your passwords?

S 2%

IS 5
I 18%
. 2 2%
I 4%
I %o
. 22%0
B 2%

I S o

Daily I 12 %

Weekly I 18

Monthly I 2 2%
Quarterly I 12%

Annually N 6%

Every few years D 3%

Rarely or never IS 15%
Other B 1%

Don’t know I 1 1%

2in 5 (40%) Australians have invested in antivirus/antimalware
software to enhance the security of their phones, laptops or
home computers. A little over 1in 5 (21%) have allocated funds
for a firewall and just under 1in 5 (18%) have spent money on a
VPN (Virtual Private Network].

Over 1in 10 (12%]) back up their data on a daily basis, while close
to 1in 5 (18%) back up their data weekly.

More than 1in 5 (22%) Australians rarely or never change their
passwords, while the same percentage (22%) change their

passwords quarterly.
r real
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Staying 'seanm Sdl/l/y)

Which of the following ‘scam savvy’ security

What are the key red flags you look for when checking for scams?

measures do you take?

Be aware of the types of information you
post online, as well as who has access to it

72% 68% 66%

Educate yourself on common types of digital _ 559

scams and be vigilant for signs of fraud 0

Regularly review your online accounts and _ 520, Poor grammar Offers that sound Requests for
credit reports for any unusual activity 0 and spelling too good to be true personal information

Stay informed about the latest digital threats and 61% 57%
best practices for digital risk management to always _ 45% ° °

be proactive in protecting your online security

Other | 0.4%
Slight difference in Pressure to
website or name act quickl
None of the above . 11% g y
Multiple answers allowed Multiple answers allowed, top 5 answers

The most common security measures adopted by Australians to stay 'scam savvy’ include being mindful of the types of information they
share online and who has access to it (56%)], educating themselves about common types of digital scams and remaining vigilant for signs of
fraud (55%) and regularly reviewing their online accounts and credit reports for any suspicious activity (52%).

The key scam red flags highlighted by Australians are poor grammar and spelling (72%), offers that seem too good to be true (68%) and

requests for personal information (66%).
I INSURANCE®
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Data s@cuﬁ'fy MEASUIES

Which of the following data security measures do you take to protect yourself?

Keep your devices lockeq Look for “https” at the beginning of the URL, Do not connect to Back up important data regularly,
when_not n use, and a_v0|d which indicates that the website is using public Wi-Fi in case of loss or theft
sharing login credentials encryption to protect your information

Report any suspected security Use encryption and other security Other None of the above
breaches or incidents to the tools to protect sensitive data and
relevant authorities promptly files stored on your devices

Multiple answers allowed

The most common data security measures adhered to by Australians include keeping their devices locked when not in use and refraining
from sharing login credentials (59%), looking for “https” at the beginning of a URL to ensure encryption for information protection (45%)

and avoiding public Wi-Fi (45%).
I INSURANCE®
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Digita/ securty measures

Which of the following software and/or digital security measures do you adhere to?

Avoid public Wi-Fi for sensitive Keep software and operation systems Clearing cookies on Enable firewalls and other security

transactions and use a virtual up to date with the latest security the computer features on your home network to

private network (VPN] when patches, firewalls and anti-virus help prevent unauthorised access
necessary malware software

Browsing in private mode Other None of the above

Multiple answers allowed

The most common software and digital security measures followed by Australians include avoiding public Wi-Fi for sensitive transactions
and utilising a virtual private network (VPN] when necessary (53%)], keeping software, operating systems, firewalls and antivirus/
antimalware software up to date with the latest security patches (53%) and clearing cookies on their computers (50%).
I INSURANCE®
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How are we protecting ourselves?

Which of the following security measures around Which of the following security measures around

sharing information do you adhere to? choosing reputable providers do you adhere to?

Only using a trusted payment method

I o7°
Be mindful of suspicious emails, 67%
messages or phone calls and do _ 71% Refusing to open emails and/or
.. 0 ]
not respond to unsolicited attachments from unfamiliar senders _ 65 /0
requests for personal information _ o o
Be cautious when downloading files or clicking _ 61%
on links, especially from unknown sources 0

Use reputable and trusted websites and apps _ 57
for online transactions and financial dealings 0

less reputable websites 64%
Visiting only reputable websites _ 50%
Only using known secure sites _ 49%
Avoid sending personal details
(e.g. credit card or account _ 63% Other I 1%
details) via email, text etc.
None of the above . 5%
Multiple answers allowed Multiple answers allowed

Over 7 in 10 (71%) Australians prioritise security by being cautious of suspicious emails, messages or phone calls and refraining from
responding to unsolicited requests for personal information.

When selecting reputable providers, the most commonly followed security measures are using trusted payment methods only (67%)],
refraining from opening emails and attachments from unfamiliar senders (65%) and exercising caution when downloading files or clicking

on links, particularly from unknown sources (61%).
I INSURANCE"®



Australian families online
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Most children have internet access

Can your child access the internet at

home through:

580/0 550/0

49%
35%
120/0 150/0
m ¢ W
Smart Tablets Computers Gaming Smart Other None of
phones Console  watch the above
. n = 1,148, has child(ren) 18 years old and below

e Multiple answers allowed

What best describes how long you let your child(ren) go

online each day for non-school related activities?

Unrestricted I %%

Max 9-12 hours B 1%

Max 6-8 hours [ 5%

Max 3-5 hours [N 13%

Max 2 hours WA
Max 1 hour I 1%

Max 30 minutes [ 5%

Not at all I 1 5%

n = 1,148, has child(ren) 18 years old and below
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At what age have you or will you allow your

child(ren) get online unsupervised by an adult?

Under 2years B 1%

2-4 years B 2%

5-7 years I 50

8-10 years I 15

11-13years [N 25
14-16years I 30%
17-18years  [NNEGD %%

Never S 5%

n = 1,148, has child(ren) 18 years old and below

The most common devices that kids use to access the internet at
home are smartphones (58%), tablets (55%) and computers (49%).

According to parents who have a child or children aged 18 years or
younger, the most common age at which they allow their child or
children to access the internet unsupervised is between 14 and 16
years (30%), followed by 11 to 13 years (25%).

The most common response from parents regarding the amount
of time they allow their child or children aged 18 or younger

to spend online each day for non-school related activities is a
maximum of 2 hours (24%). Additionally, 14% reported that their
child has an unrestricted amount of time for non-school related

online activities each day.
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How old are children when they start using socia/s?

At what age have you or will you allow your child(ren) to take possession of their own:

42%
40%

33%

12%
9%

5%

1%
1%
22%
19%
7%
1%
2%
| K2
B ¢
14%
27%
7%
l1%
1%
| AL
1%
30%
™
15%
4%
1%
2%

X
)

X
)
c’\D.
N
[ |

=
~N
[
Social media Online bank Email account Computer Smart phone
account account
. Under 2 years 2-4 years . 5-7 years . 8-10years . 11-13 years . 14-16 years 17-18 years Never
n = 1,148, has child(ren) 18 years old and below

For parents, the most common age at which they allow their child or children to have their own social media account is between 14 to 16
years (42%), followed by 11 to 13 years (22%) and 17 to 18 years (19%).
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What concerns parents the most?

What are you most concerned your child will be Have any of your children ever met someone in

exposed to through technology? real life they only know from online?

7%

Cyberbullying or harassment [ KA
I 1%
EXpOSUFG to porn or sexually _ 59
inappropriate content 0
Sharing personal information _ 55%
or images they will regret 0
I G5

Online predators and cyberstalking @ Yes, more than once

Yes, at least once
B Not that | know of

. . . Unsure
Inappropriate messages or interactions

. n = 1,148, has child(ren) 18 years old and below
e Multiple answers allowed, top 5 answers

n = 1,148, has child(ren) 18 years old and below

Over 2 in 3 (68%) parents with a child or children under 18 are

Do your child(ren) have friends or acquaintances online most concerned about their child or children being exposed to
thatiyoulhavenoideaiwhoitheyare? cyberbullying or harassment through technology. This is followed

by concerns about online predators and cyberstalking (61%) and

exposure to porn or sexually inappropriate content (59%).

B Yes More than 1in 6 (17%) parents have experienced a situation where
| No one of their children met someone in real life whom they only
knew online.
Unsure

1in 4 (25%) parents report that their children have online friends
62% or acquaintances whose identity they have no knowledge of.
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Experiences of children online

Have any of your children...

61%

25%

9%
5%
B ==

Ever been exposed to
inappropriate content
(e.g. bad influence,
non-age appropriate or
upsetting)?

69%

18%
80/0 50/0

Ever been exposed to
abusive behaviour online
(e.g. bullying, harassment

or emotional)?

I Yes, more than once

n = 1,148, has child(ren) 18 years old and below

18%

6% 5%
[

1%

Ever made an
unauthorised online

purchase?

[ Yes, at least once

B Unsure

1%

15%
6% 7%

Ever been targeted by
online scams?

[ Not that | know of
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75%

13%
6% 6%
L n

Ever been exposed to
online privacy or data
security issues?

Over a third (34%] of parents with a child or children under 18 have encountered a situation where one of their children was exposed to
inappropriate content. Additionally, more than 1 in 4 (26%) have had a child experience abusive behaviour online and almost 1 in 4 (24%)
have had a child make an unauthorised online purchase.
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Safety is paramount

Which of the following strategies do you employ to help avoid

some of the negative effects of your children using technology?
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How much do you agree with the following statements?

Talk with them about the importance of being safe
online and using technology sensibly

I 55
I <%
I

Set time outs [e.g. mornings, homework or dinner time) [N 42%

Come up with a plan around safety [i.e. how to respond 0
to disturbing content, strangers) - 40%

Limits on overall screen time

Restrict content they can access

. n= 1,148, has child(ren) 18 years old and below
e Multiple answers allowed, top 5 answers

Have you ever used your child(ren)’s social media

password to check on their activity?

@ Yes
No, but would consider it

B No, don't feel it's necessary

@ No, don't feel it's appropriate

n =513, Has child(ren] 18 years old and below AND their children have their own social media account(s)

Parents should be empowered to
put online safety over protests
about privacy from children

Parents need better support to help
manage the online risks that 95% 5%
children face today

0 Agree [ Disagree

n = 1,148, has child(ren) 18 years old and below

Almost 3 in 5 (59%) parents with a child or children under 18
engage in conversations with their children about the importance
of online safety and using technology sensibly to mitigate
potential negative effects.

Almost all (96%) parents agree that parents should prioritise
online safety over protests about privacy from their children.
Furthermore, over 9 in 10 (95%) agree that parents require better
support to effectively manage the online risks that children face
today.

More than a third (34%) of parents, whose children have their
own social media accounts, have accessed their children’s
accounts using their passwords to check their activity.
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How far do parents go to protect ther bids?

Do you currently or would you ever consider creating a “fake” Do you get your child(ren)’s consent before posting photos of

social media account to monitor your child(ren) without them them online?

knowing it was you?

[ Yes 0O
Yes
B No 0O
No
Rather not say
n =173, has child(ren] 18 years old and below AND children have their own social media
account(s] AND have used children’s social media account
n = 1,148, has child(ren) 18 years old and below
How much do you agree with the following statement about
posting pictures of their child(ren) online? More than half (51%) of parents, whose children have their own
Parents should not be posting pictures of their social media accounts and have used their children’s social

children without their permission media accounts, have either created or considered creating a

“fake” social media account to monitor their children’s activities
without their knowledge.

Almost 1in 2 (47%) parents obtain explicit consent from
B Agree their children before posting specific photos of them online.
B Disagree Additionally, nearly 7 in 10 (69%) parents agree that parents
should refrain from posting pictures of their children without

their permission.
r real
INSURANCE®

n = 1,148, has child(ren) 18 years old and below



Emerging Al language tools
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Aussies are starting to use Al language tools

Have you heard about or used the latest Al language How often do you typically use these Al language tools?
tools like ChatGPT?

All the time [i.e. typically daily) _ 28%
Regularly (i.e. at least a few times a _ %
. . month)
Planning to try it B %

Have heard a lot about it S 13% Sometimes [i.e. sporadically when _ 26%
the need comes up)

Have heard a bit about it

Using it

Have tried it

Have not really heard much about it Rarely (i.e. just now and then) . 4%

Other I 1%

How much do you trust the accuracy of these Al language tools?

n =341, Currently using Al language tools

Complete trust Nearly 3 in 5 (59%) Australians have heard about, tried and used

the latest Al language tools like ChatGPT.

Considerable trust

Some trust but limited [ 8% Among those currently using Al language tools, over 2 in 5 (41%)

use them regularly, while more than 1 in 4 use them all the time
Minimal trust S 5 (28%) or sometimes (26%).

No trust D%

More than half (55%) of current Al language tool users trust their

accuracy either completely or considerably.
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There is concern around information being shared with
Al language tools

What are the reasons that you are using/interested in Are you concerned at all about what happens to information you

might share with Al language platform or tools
(e.g. confidential work or personal information)?

using Al language tools?

Fun and entertainment 38%
Work or study tasks _ 34%
Writing and editing tasks _ 33%

Answering general knowledge questions _ 32%
Creative tasks (e.g. idea generation _ 31%
or creative writing)

[ Concerned B Minimal/Not concerned

e n=1295 Currently using, have tried or planning to try Al language tools

' n=1,295, Currently using, have tried or planning to try Al language tools
e Multiple answers allowed, top 5 answers

The main reasons for individuals currently using, having tried or planning to try Al language tools are fun and entertainment (38%), work or
study tasks (34%) and writing and editing tasks (33%).

Just under 7 in 10 (69%) of those currently using, having tried or planning to try Al language tools express concerns about the privacy and

security of the information they might share with these platforms or tools.
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More research from Real Insurance coming soon...

About Real Insurance

Real Insurance is an award-winning provider of insurance products, specialising in life, funeral, pet, travel, car, home, landlords and health insurance. In the market since
2005, Real Insurance has protected the quality of life of many Australians through the delivery of innovative products. Real Insurance is the proud recipient of many product
and service awards, most recently being announced a winner of the 2023 Product Review award for Life Insurance and Funeral Insurance, and Feefo's 2023 Gold Trusted

Service Award across a range of products. Real Insurance is a trading name of Greenstone Financial Services Pty Ltd.
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